
Open Text Cyber Security

Logging and Investigation

With ArcSight Recon



Average days to identify a breach in 
2020*207

Average days from malicious attack 
breach to containment*

315

Companies see compliance mandates 
driving spending**

69%

Companies believed they were GDPR 
compliant by end of 2018***

50%
* 2020 Cost of a Data Breach Report – Ponemon Institute, IBM
** 2019 Cost of a Data Breach Report – Ponemon Institute, IBM
*** 50 Percent of Firms Still Not GDPR Compliant: How About Your Data Center? –Data Center Frontier

Market Statistics
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Unified Storage Threat Hunting Reporting

+

ArcSight Recon - Log Storage for Today’s SOC 
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Enhanced 
Visibility

Intelligent Log Storage
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Unified Storage

• Collect, store and use data across the 
organization

Threat Hunting

• Powerful investigation tools and technology

Compliance Reporting

• Reporting templates for compliance and 
MITRE alignment

Scalable and Customizable

• Works with minimal infrastructure, scales as 
needed

Intelligent Log Storage
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ArcSight Recon



Unified 
Storage

• Shared Schema

• Centralized

Threat 
Hunting

• Speed

• Visualizations

• Insights

Compliance 
Reporting

• Reporting

• MITRE ATT&CK 
Reports

Scalable 
Infrastructure

• Growth

• Integration
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ArcSight Recon



Shared Schema

• Shared schema to use data across 
all ArcSight solutions

Centralized

• Collect once, store once, use 
often
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Unified Storage



Speed

• Distributed searching across all Recon nodes

• Smart suggestion to help build queries 

• Big Data search technology embedded for faster 
search results

Visualizations

• Choose the visualization that suites your data

• Drill-down visualizations for ease-of-use

Insights

• Use pre-built data science packages to amplify your 
threat hunting
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Analysis



Reporting

• Pre-built reports assist in 
documenting security 
compliance

MITRE ATT&CK Reports

• Pre-built reports aligned to 
MITRE Framework
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Compliance



Growth

• Recon can be deployed on a single machine

• Multiple nodes work together to support 
extremely high event volume

Integration

• Recon integrates with many top-rated 3rd party 
solutions

(integrations in the ArcSight Marketplace)
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Scale



User Friendly Search:

• Grid display

• Message view

• Time-based histograms

• Dynamic query suggestions

• Raw message view
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Search Interface



• Visualize deviations 
from baseline host 
behaviors
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Outlier Detection



• Enables routing, filtering, 
storage for all ArcSight 
Products
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Unified Schema



Reporting Content Packages:

• Create, edit and publish reports

• Reporting for compliance including IT-
GOV, GDPR, PCI 

• MITRE Framework reports
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Compliance Reporting



ArcSight 
Recon 

ArcSight Recon on SaaS*
• In addition to Recon SaaS, Recon supports cloud-

native deployment in Azure and AWS

Read Logger Data
•Recon search of Logger event data is now enabled

Compliance Packages
•Pre-Built content for IT-GOV, GDPR and PCI

Out of the Box Reports
•100+ out of the box reports including MITRE ATT&CK, Cloud, 

Monitoring, OWASP

*ArcSight Recon SaaS will GA by July 14, 2021

What’s New: Recon 1.5 & Recon SaaS*
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Thank You.
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