éAcLOUDFLARE

Cloudflare Al
Solution Overview




Agend

1 Current state
2 | The Cloudflare solution
3 | How it works

4 | Next steps

é CLOUDFLARE



CURRENT STATE CLOUDFLARE

Al is everywhere

@8 monalisa

te a u for this function

parse_expe

Hub Copilot

@ DALLE My collectior Q

fireflies.ai o
S
Krish <> Matt Interview

+

Meeting Summary

Fireflies Launches
Al Super Summaries for
Meetings
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Generate meeting overviews, outlines, bullet-
point notes, action items and more.

2 Firefles Al capabites

Fireflies.ai For Free
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Al is the next paradigm shift

Cloud Social
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CURRENT STATE

Al accelerates the way we work

Write and edit content, copy, or code

Create logos and graphics

Generate music and videos

Summarize documents and insights

Generate code and documentation

Provide customer support

éACLOUDFLARE

All you need is
30 seconds to:




CURRENT STATE

Al initiatives face challenges

Initiative

CHALLENGES

GPUs for training and inference

High demand has led to scarcity of
resources

Multi-cloud architecture

Cost of moving data across clouds
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Control operational costs

Lack of visibility into usage

Reduce cyber risk
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Data leaks, privacy, shadow IT
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CURRENT STATE

Al impact on your business
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Cloudflare solutions
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Where are you
using Al today:
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5 6 Of employees have
(0] used Al-powered
/0 tools for work

‘ 2 6 Of companies have

o _ .
/(') an Al-policy
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PROTECT é CLOUDFLARE

Cloudflare can help reduce cyber risks
as you experiment with Al tools

Cyber Risks

Cybersecurity & Fraud - Regulatory Compliance - Visibility - Third Party - Consumer Protection -
Liability - Unreliable Outputs - Model & Output Bias - Escalating Cost

TN
NV

~
Manage Governance & Risk

Define & communicate : Impact assessments per : Monitor workforce & automated
acceptable use policies E privacy & Al regulations : service usage via app & API traffic )
. . )

Increase Security and Privacy Controls
Filter data inputs & outputs for § Block access as last resort since it often
IP, confidentiality & copyright : triggers “user bypass” & Shadow IT activity )
~
Reduce Attack Surface
Identity-based Zero Trust access controls to apps, engineering tools & infrastructure
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PROTECT

Protect employees and resources

Protect
AACLOUDFLARE'

GenAl Request GenAl Resource
WHAT How
O Discover Shadow SWG | : @ *
IT Usage with device client b
.ELQ & WAN connector o !
Workforce & @
End-User Control App Access ZAL Public SaaS

. . X with token, mTLS
Devices user/device/service authN & app connector Apps & APIs

- @ -

Restrict Data Input to DLP + RBI
[ — | or Output from App natively integrated Q <>>
@ @ Private Self-Hosted
Automated Remediate SaaS Cﬁ‘fg : Apps, APIs,
Services, Server App Misconfigs ;Vc')tsture ;ng”r\r’]fn Engineering Tools

& Infrastructure

& loT Devices
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Protect data

Comply with Data exposure Secure
regulations visibility developer code
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DEFEND

CLOUDFLARE

Threat Actors also making “Investments” in Al

THE WALL STREET JOURNAL. EE:E'EJ;’:

Al Experts Warn of Potential Cyberwar . .

U.S. financial institutions’ mac.hine—leaming models are a potential Poses to cybe rsecu rlty

avenue for attacks, experts said

Ehe New JJork Times “CNBC

A.L Poses ‘Risk of Extinction,’ Industry Worker§ are secreth{ us_ing ChatGPT,
Leaders Warn Al and it will pose big risks for tech
Leaders from OpenAl, Google DeepMind, Anthropic and other Ieaders

ALl labs warn that future systems could be as deadly as
pandemics and nuclear weapons.

ThaVaraa THE WALL STREET JOURNAL.

Microsoft and OpenAl say Al Junk Is Starting to Pollute the
hackers are using ChatGPT to Internet

i m p rove Online publishers are inundated with useless article pitches as

websites using Al-generated content multiply
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Al is a new attack surface

Al-powered phishing
Social engineering
Deep fakes

Voice spoofing
Botnet management
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Firewall for Al

Addresses LLM security concerns:

@® Promptinjection

® Insecure plugin design

® Sensitive information disclosure
@® Excessive agency
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BUILD

Elements of Al applications and infrastructure

—Train

Store training
data

&

Create and
store model

o

Fine tune
models

—Deploy

€3

Generate
embeddings

[

Deploy
model

g

Run inference
at scale

©

Secure access
to Al services

é CLOUDFLARE

&

Protect private
data

— Optimize

Observe and
analyze usage

Control traffic
& optimize cost




BUILD é CLOUDFLARE

A holistic, end-to-end Al solution

__—~SECURE —__
T~ 1) TRAIN
N Zero Egress Cloud Storage with R2
// Ao TRAIN A \\
0y o \ 2) INFER
/ Models Storage \ Generate, store, and search embeddings with

Workers Al and Vectorize

g 20 @ 3) OPTIMIZE

| Vector CLOUDFLARE Observability ‘ Gain visibility and improve performance

| Qe via Al Gateway
INFER OPTIMIZE
4) SECURE
\ {@} @ / Protect and Defend with Zero Trust and API
N comg )/ Security

. /
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Most Al workloads are going to run near the device,
close to the user

Device Network Centralized cloud

Close to user Far from user

N
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BUILD | 1 TRAIN R

Unlock the best prices across
cloud providers

Store training data in R2 to move between clouds with zero
egress fees

/ GPU compute vendor 2 \
- QR &
-
-
- - Training Workloads
. - . \_ J
? S3-compatible API
~ ~
R2 Object -~
Storajge -~ ~ / GPU compute vendor 1 \
y ~

Training Workloads
- j
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Generate, store, and search vectors

Workers Al Embedding

VL a

:K%\

I I
Vectorize Index

Sample models

Llama-3 whisper M2M100 DistilBERT-SST-2 ResNet
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Build with a library of off
the shelf models and deploy grrgmp——
directly from HuggingFace 2 ——

~ Hugging Face # Models Datasets Spaces # Posts Docs  Pricing E LogIn

1
h Generate teXt " Mistral-7B-Instruct-v0.2 ©

Text Generation ® Transformers (O PyTorch 8 Safetensors

Classify text

Create images from
text prompts

00  Translate text

Classify images

our documen

@ text-generation-inference 2310.06825

# Model card Files Community

Model Card for Mistral-7B-Instruct-v0.2

The Mistral-7B-Instruct-v0.2 Large Language Model (LLM) is an

instruct fine-tuned version of the Mistral-7B-v0.2.

Mistral-7B-v0.2 has the following changes compared to Mistral-7B-
v0.1

32k context window (vs 8k context in v0.1)

Rope-theta = 1e6

No Sliding-Window Attention

For full details of this model please read our paper and release
L blog post

apache-2.0

mistral finetuned conversational @ Inference Endpoints

<, Train <7 Deploy <> Use in Transformers
Z Edit model card
Downloads last month
2,196,470
£ Safetensors Modelsize  7.24B params
ensortype BF16 7

B Spacesusing mistralai/Mistral-7B-Instru..

4 bishmoy/Arxiv-CS-RAG © cvachet/pdf-chatbot

g/paper_qga

arcia/open_pt_llm_leaderboar:

¥ Tuana/hackernews-summaries

for a full list of all 40+ models


https://developers.cloudflare.com/workers-ai/models/
https://developers.cloudflare.com/workers-ai/models/
http://drive.google.com/file/d/1fGqNTTtvQDfZooHt_Ym_aNi6nfRL9rMS/view
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Observe and control Al applications

Al Gateway is a full proxy with caching, rate limiting, request retries, analytics, and
tracking of Al usage to mitigate data loss and Al integrity.

Optimize

B

Al Gateway

Observe your Al providers in a smarter way

Al Gateway documentation 3 | My Gateway - ‘

Analytics Logs  Settings API Endpoints

All Providers v | Last7 days w

Requests Requests Cached Tokens Used Errors Cost
8,514 1,524 1.2m 28 $68.05

Request per provider Cache Results

® WorkersAl @ OpenAl ® Hit & Miss

Token Usage Errors




BUILD | Example

RAG application architecture

Layer Worker — Worker Embeddi
<'>> T *: SEN:s 7 [jRlilgauetas <1>> Processing Services

—— ;;;t;; """""""""""" U o ml.,,.,g

Documents & Vectors

éACLOUDFLARE

Common RAG
use cases

Cloudflare
products
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Al products expand what you can build on Cloudflare

Compute i Data Storage i Developer Services
| |
1 1
O - @ E MM ®
! M, : !
1 1
Workers i R2 D1 i Images Stream
Developer : : R
| 1
Products I:il {} @ ( D, 21>
1 1 I
Pages | Workers Durable | Workers Queues
' KV Objects ' Analytics Engine
1 1
1 1
Al 3= ! !
Prod +1 | | = | |
roducts Workers Al i Vectorize i Al Gateway
Platfor @ Global Edge: 310+ cities, 95% of Internet users within 50ms, 13,000 interconnects, 248 Tbps capacity, China Network
E§ Building Blocks: SSL/TLS, mTLS, Authoritative/Recursive DNS, DNSSEC, DNS over HTTP, L4-7 over Wireguard
clofflare Network
Infrastructure @ Compliance/Privacy: ISO, SOC, PCI, GDPR-compliant Logs & Analytics, Data Localization Suite




BUILD
Why Cloudflare Al?
NETWORK
SCALE
Q0 Meta % Microsoft

< databricks

éAcLounFLAnE

101Q R101
10014 10

110 0101

1010 010

NO TRADE
OFFS

< NVIDIA Hugging Face
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Cloudflare’s connectivity cloud

Cloudflare’s connectivity cloud

With CIOUdﬂa re, Organizations Can: Ci ble, Progr bl °§° Integration with ~ Platform Intelligence R Simple, Unified
Archltecture All Networks & Innovations Interface
and clouds globally -
Inline Proxy « SASE/SSE « App & API Controls « Edge Dev Services « CDN-WAN-Network Integration o3
Multi-Cloud (SaaS/laaS) « Compliance & Privacy e Risk Analytics « Data Protection e Threat Defense 3
® Protect data, apps, infrastructure, g
and users everywhere o Cloudflare Programmable Global Network =
= - S
R . . - . Artificial Intelligence/ ; # . \ Threat, Network °
® Build innovative digital services MachinsLetilbd R N ntefligehes ]

and experiences anywhere

aws N < databricks DATADOG O Google Cloud MANDIANT E® Microsoft

CROWDSTRIKE

With security, speed,
programmability and resilience

[ NEON okta ORACLE Pingldentity’ @ PlanetScale Ssnowflake sumo logic

Certifications: Fedramp « SOC2 « C5 « PCl « ISO27018 « GDPR
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This makes it incredibly simple for any developer to
start building with Al, even with zero machine-learning
expertise. Now you can deploy an Al-powered app in
minutes.

- Ben's Bites



