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The Attack Surface is
Constantly Growing

The attack surface is constantly expanding with the
adoption of remote heal and hybrid work and the rise
of interconnected devices, migration to the cloud and
increased adoption of Internet of Things (loT) usage.
This exponential growth creates a complex digital

environment for organizations, making it difficult for

security teams to track all internet-facing assets and

identify potential vulnerabilities.

According to research conducted by ESG, 62% of
organizations' attack surface increased over the past
two years, driven by additional third-party connec-

tions, increasing use of 10T and operational technology,
and more use of public cloud infrastructure.’

Security Teams
are Overwhelmed

More and more security teams struggle with limited attack
surface visibility, which leads to an inability to respond quickly to
zero days, an ever-growing backlog of repairs, and unclear risk
prioritization due to the overwhelming volume of alerts.

Business benefits

Discovery all internet-facing assets
using Al techniques to understand what
makes an external asset yours.

Get complete visibility of your attack surface
With continuous monitoring and internet crawling
so nothing gets missed.

Understand and prioritize risk
with risk scoring and mapping to your
potentially exposed assets

Get threat context and instant updates
With threat monitoring via the newsroom feature

Harden your security defenses
With integrations with Darktrace / Email and
Darktrace / Proactive Exposure Management

Legacy Solutions Don’t
Provide the Whole Picture

Traditional attack surface management solutions often miss
discovering all digital assets and lack continuous updates with
infrequent scanning, leaving gaps that attackers can exploit.
Additionally, they fail to provide contextual intelligence for proper
risk prioritization, leading to inefficient resource allocation and
increased risk exposure. As a result, organizations remain vulnera-
ble to sophisticated and evolving cyber threats.

Darktrace / Attack Surface Management
Provides Al-Drive, Real-Time Protection

Darktrace / Attack Surface Management provides continuous,
tailored detection of external exposed assets and potential risk.
Using Al techniques, it identifies internet-facing assets unique
to your organization and provides a comprehensive view of
your external attack surface in real time. Continuous monitoring
ensures potential risks and high-impact vulnerabilities relative to
your business are discovered eliminating gaps and blind spots,
while risk scoring and vulnerability mapping allow you to prioritize
mitigating risk on exposed critical assets.

Darktrace / Attack Surface Management uses Al-driven analysis
to give you comprehensive insights into your attack surface and
digital risks. By adopting a brand-centric approach, Attack
Surface Management identifies internet-facing assets unique to
your organization, ensuring zero-scope, zero-touch implementa-
tion. Drawing from a diverse set of information sources, Darktrace
/ Attack Surface Management detects potential threats beyond
known servers and networks. It can provide continuous, tailored
detection of externally exposed assets, allowing for immediate
detection and response to emerging threats, and providing a dy-
namic and proactive approach to managing your digital security.

1. Security Hygiene and Posture Management Remains Decentralized and Complex, Enterprise Strategy Group 2023.

1
—'?} Darktrace / Attack Surface Management

Solution brief | 01



Key Capabilities of Darktrace
/ Attack Surface Management

Unparalleled
p . Darktrace / Attack Surface Management uses a range of Al techniques, including natural

ASSGt D ISCOve I’y language processing (NLP), to understand what makes an external asset yours — searching
beyond known servers, networks, and IPs, to discover more assets than your organization
may realize it has. Unlike other attack surface management solutions, Darktrace requires no
technical input: no IP ranges, no other parameters — your brand name is all that’s needed.
Drawing from a wide array of information sources, Attack Surface Management can uncover
assets that either have a technical link with your core infrastructure or can be associated
with your brand based on publicly available information — ensuring nothing gets missed.

NETWORK VISUALIZER
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Comprehensive
Risk Detection
& Prioritization

YOUR ATTACK SURFACE

LAST UPDATED TODAY AT 5:28 AM
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Attack Surface Management effectively identifies exposed assets from the perspective of
potential adversaries, creating a comprehensive risk profile of your digital estate. It uncovers
a wide array of vulnerabilities including supply chain risks, potential phishing domains,
misconfigurations, brand abuse and third-party risks. Darktrace / Attack Surface Manage-
ment can uniquely identify complex use cases, such as risks from network routing issues and
shadow IT domain registrations, which most vendors typically do not do. Its risk rating model
and risk open time feature enable the identification and prioritization of the most critical
vulnerabilities relative to your business, facilitating efficient patching, updating, and manage-
ment of internet-facing assets.
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Unlike traditional methods that provide a static snapshot or
update on a weekly/monthly cadence, Darktrace / Attack Surface
Management continuously monitors your digital estate — identify-

ing risks, high-impact vulnerabilities, and external threats quickly.

The continual crawling ensures any new or unconfirmed assets
are accounted for, and any potential new risks or vulnerabilities

are detected.
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NEWSROOM

Argument Injection Vulnerability in PHP CGI
07-06-2024

An argument injection vulnerability in PHP CGI could
potentially allow unauthenticated attackers to take full
control of affected PHP servers. The vulnerability lies in
the oversight of the Best-Fit feature of encoding
conversion within the Windows operating system
during PHP implementation. This oversight allows
attackers to bypass protections implemented for a
previous vulnerability, CVE-2012-1823, through specific
character sequences. As a ..

Read More

Check Point VPN vulnerability exploited in
the wild
03062024

Check Point has released a hotfix for a vulnerability in
Security Gateways with IPsec VPN in Remote Access
VPN community and Mobile Access software blade.
Exploiting this vulnerability can resuit in accessing
sensitive information on the Security Gateway. This, in
certain scenarios, can potentially let the attacker move.
laterally and gain domain admin privileges. A Proof-of-
Concept for this vulnerability is publicly available. In
addition, this

Read More
Bypass in

Telerik Report Server

03062024

An authentication bypass vulnerability in Progress
Telerik Report Server could allow an unauthenticated
attacker to gain access to Telerik Report Server's
restricted functionality. The specific flaw exists within
the implementation of the Register method. The issue
results from the lack of validating the current
installation step. The vendor strongly recommends
performing an upgrade to the latest version and
reviewing Telerik Report Server's

Read More
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Potentially
Affected Assets

Detection Not
Supported

Knowing that Attack Surface
Management is continuously looking
for assets and constantly doing
vulnerability testing provides me further
confidence, assurance, and peace of
mind in our cyber security program.

m VP of IT
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NEWLY DISCOVERED ASSETS . Domain variants are variations of confirmed domains that we have been able to identify. Our algorithms are adding tags to the domain variants that will help you clearly understand and categorize them. It is &
<
33

important to give the right asset state to the domain variants. For example, if something looks malicious, change the state to 'unconfirmed' and mark it as malicious. If you own the domain variant, then change the

New Domain Variants state to ‘confirmed' and we will continuously monitor it. If we have identified an asset that doesn't seem malicious as It belongs to another legitimate service, then feel free to archive that asset.
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Customized
. Attack Surface Management offers visibility into essential risk metrics, such as the number of critical
Re pO I’tl ng vulnerabilities on your attack surface. These deep contextual insights enable security teams to prioritize
and make effective context-based decisions. Custom reports for specific uses cases can also be created
to deliver tailored insights based on your business’s needs and priorities.
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Newsroom

Deployment

Attack Surface Management via Newsroom
monitors threat feeds and information sources

to deliver immediate threat context and instant Darktrace / Attack Surface Management is a
updates on high-impact vulnerabilities. cloud-hosted SaaS product that requires no input

It then reveals all assets on your external attack fr(.)m the client or end u_ser and. can be set up '_n_
surface that could potentially be affected by a new minutes. For customers with multiple brands, specific
critical vulnerability, providing actionable insights. assets or brands are added to the environment by

This lets your team focus on preventative measures, request via customer support.
rather than having to spend time manually monitoring
intelligence sources and news feeds or managing a
vulnerability response process.

Operational Benefits

NEWSROOM i
Affected Assets Only Q Search ~ Eliminate gaps and blind spots
With complete visibility over all digital assets, including
RCE vulnerabilities in ServiceNow actively shadow IT and cloud instances, allowing your security
e:;;:"\"e" '(:"\“‘”'" team to identify and manage potential vulnerabilities more
T AT 2:00 AM
effectively
Threat actors are chaining together ServiceMow
wvulnerabilities using publicly available exploits to
breach government agencies and private firms in data 0 Focus on What matters
theft attacks. CVE-2024-4878 and CVE-2024 5178 are Potentilly by assessing and prioritizing risk based on potential

input validaticn vulnerabilities that could enable an
unauthenticated user to remotely execute code within
the context of the Now Platform. While, CVE-2024
5217, is an input validation vulnerability that could

A

impact, ensuring that the most critical threats to your
company are addressed first

enable an unauthenticated user to ..

Keep security teams up to date

With continuous and automated monitoring that ensures
your attack surface is current and new external assets are
accounted for

Read More

RCE vulnerability in Telerik Report Server
TODAY AT 2:00 AM

A remote code execution attack is possible through an Get ahead Of threats
insecure deserializat Inerabllity in Progress® q q q g
e e T with automated threat intelligence updates, ensuring your

Telerik Report Server. Such a flaw occurs when an i
application reconstructs untrusted data that an attacker Security team has VISIbIlIty into the latest threats and

has centrel aver without adeguate validation in place, Detection Not

resulting in the execution of unauthorized commands. Sltecea Vulnerab”ities Wlthou‘t the need fOI’ maﬂual Updates.
Progress Software is urging users to update their
Telerik Report Server instances to version 10.1.24709. Maximize your security investments
Read More with native product integrations across the ActiveAl
platform to harden defenses across your organization
Source Code Disclosure and SSRF flaws and proactively protect against the latest threats
fixed in Apache HTTP Server
YESTERDAY AT 2:00 AM
The first flaw, CVE-2024-40725, stems from a partial fix
for CVE-2024-39884 in the core of Apache HTTP 10
Server 2.4.61which ignores some use of the legacy Potentially
Adf

content-type based configuration of handlers. ‘_ed
"AddType" and similar configuration, under some

circumstances where files are requested indirectly, i
result in source code disclosure of local content. For

example, PHP scripts may be served instead of

interpreted. The second flaw, CVE-2024-40898, is ..

Read Mare
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with the Darktrace ActiveAl

Platform

Darktrace / Attack Surface Management

is part of the Darktrace ActiveAl platform, providing proactive
attack surface management across your security stack. Through
integration with Darktrace/ Proactive Exposure Management, it
offers unified visibility and high-fidelity coverage, linking externally
identified assets with internal observations for end-to-end
threat mitigation. It seamlessly amplifies Darktrace / Email
protections by pre-emptively forewarning against spoofed do-
mains impersonating your organization.

It also enhances detection and response mechanisms at the
endpoint and network layer while providing Cyber Al Analyst
with external data to enhance its investigations.

Darktrace ActiveAl Security Platform

revolutionizes your cyber defenses by helping you proactively
prevent cyberattacks, quickly recover from incidents and continu-
ally strengthen your security posture, all within a single platform.

@ Darktrace ActiveAl Security Platform™

SERVICES

Managed Threat Detection

Managed Detection & Response

Security Operations Support

>0¢ Darktrace
A"/ Proactive Exposure Management

CROSS-PLATFORM

&y Darktrace
N/ / Attack Surface Management

PRODUCTS

CcO

Darktrace
/ Incident Readiness & Recovery

PLATFORM PRODUCTS
Darktrace o) Darktrace Darktrace Darktrace Darktrace ¢ Darktrace
/EMAIL /IDENTITY /NETWORK / CLOUD / ENDPOINT <R /0T
Cyber Al Analyst Real-Time Detection Autonomous Response
SELF-LEARNING AI
~ (”N /”N /”N /”N /”N /”N /”N [”N /’N
YOUR DAILY BUSINESS OPERATIONS
r_n — (o)
©] [—
A foF y @ > QO
3rd Party Alerts 3rd Party Threat Intel Communications People Locations Clouds Devices Equipment
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in X ©

Darktrace (DARK.L), a global leader in cybersecurity artificial intelligence, is on a mission to free the world of cyber disruption. Its technology
continuously learns and updates its knowledge of ‘you’ for an organization and applies that understanding to help transform security
operations and improve cyber resilience. Breakthrough innovations from its R&D Centers have resulted in more than 200 patent applications
filed. Darktrace employs 2,400 people around the world and protects over 9,700 organizations globally from known, unknown and novel

B About Darktrace

cyber-threats.

North America: +1(415) 229 9100 Europe: +44 (0) 1223 394 100 Asia-Pacific: +65 6804 5010 Latin America: +55 11 4949 7696
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